Key Legal Precedents in Digital Forensics

Singapore Jurisprudence: Public Prosecutor v. Kung Chao
(2022)

Judicial precedents in Singapore rigorously shape how digital evidence must be handled during
seizure and analysis. Landmark rulings establish absolute standards that forensic practitioners
must follow to ensure compliance with the Evidence Act.

Singapore: Public Prosecutor v. Kung Chao (2022)

In the case of Public Prosecutor v. Kung Chao (2022), the Singapore judiciary addressed the
handling and seizure of computing devices, specifically establishing critical rules for volatile data
preservation.

Mandatory Live-State Documentation: The court ruled that live-state documentation is
mandatory when seizing laptop evidence. Specifically, examiners and first responders must
document a device's active state—including open applications, active network connections, and
logged-in users—prior to powering down or disconnecting the device.

Strategic Impact for Forensic Practitioners

Failing to capture volatile evidence and omitting live-state documentation during a laptop
seizure can compromise the reliability and admissibility of the digital evidence under Section
10 of the Evidence Act. Practitioners must ensure that first responder protocols incorporate
standardized live-state capture checklists.

Application for Forensic Workflows

To align with the ruling in Public Prosecutor v. Kung Chao (2022), forensic teams operating in
Singapore must:

» Implement Live Triage Protocols: Capture volatile memory and screen states before executing
any physical shutdown or transport of portable computers.

* Maintain Comprehensive Logs: Record all active processes, network sockets, and user
sessions in the initial evidence collection report.



» Adhere to Statutory Standards: Combine live-state records with robust chain-of-custody
documentation to satisfy Singapore court requirements for electronic records.
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