
Singapore: Legal Framework for Digital
Forensics

Evidence Act (Section 10) & PDPA

In Singapore, the admissibility and handling of digital evidence are governed by a robust
framework combining the Evidence Act and the Personal Data Protection Act (PDPA). Forensic
practitioners must align their methodologies with these statutes to ensure evidence remains
admissible in court and that data privacy is respected.

1. Evidence Act: Section 10 (Admissibility of Computer Output)

Section 10 of  the Evidence Act is  fundamental  for establishing the admissibility  of  digital
data.  It  requires  specific  conditions  to  be  met  to  demonstrate  that  computer-generated
evidence is accurate and trustworthy.

Requirement for Live-State Documentation: Practitioners must document the device’s
state at the moment of seizure (e.g., active applications, network connections, logged-in
users). This captures volatile evidence that would otherwise be lost upon shutdown.

Operational Verification: The party seeking to admit the evidence must show that the
computer was operating properly and that the data was produced in the ordinary course
of business.

2. Personal Data Protection Act (PDPA)

The  PDPA  governs  the  collection,  use,  and  disclosure  of  personal  data.  While  the  PDPA
includes exceptions for legal investigations, practitioners must still exercise due diligence.

Breach Notification: Organizations are legally required to report a data breach to the
PDPC within 72 hours if the breach is likely to result in significant harm to individuals or
affects more than 500 individuals.

Data Protection Obligation: Practitioners should minimize the collection of non-relevant
personal data during forensic triage to avoid unnecessary PDPA risks.

• 

• 

• 

• 



Best Practice: Live-State Documentation

Before any intervention, use a standardized live-state documentation template. Capture
the  device's  screen  state,  active  network  connections,  and  system  processes.  This
evidence is critical for validating the integrity of the data later in the investigation.

Strategic Implications for Practitioners

Documentation is Key: Every action taken during the forensic process—from the initial
scene assessment to the final analysis—must be meticulously documented.

Regulatory Compliance: Ensure that the response to any incident involving personal data
strictly follows the 72-hour notification rule mandated by the PDPA.

Minimize Scope: Adhere to the scope of authorized investigations to prevent
unauthorized access or disclosure of personal data, which could trigger PDPA
enforcement.

Greyhawk APAC Forensics Practitioner Certification (GAP-FPC) - Reference Material

• 

• 

• 


	Singapore: Legal Framework for Digital Forensics
	Evidence Act (Section 10) & PDPA
	1. Evidence Act: Section 10 (Admissibility of Computer Output)
	2. Personal Data Protection Act (PDPA)
	Best Practice: Live-State Documentation
	Strategic Implications for Practitioners



