
Philippines: Legal Framework for Digital Forensics

Cybercrime Prevention Act of 2012 & Data Privacy Act of 2012

In the Philippines, digital forensics and incident response operations operate at the intersection of

criminal  cyberlaw  and  data  privacy  regulations.  Practitioners  must  rigorously  balance  the

investigative mandates of the State with statutory data protection obligations.

1. Cybercrime Prevention Act of 2012 (Republic Act No. 10175)

RA 10175 serves as the primary legal backbone for prosecuting cybercrimes and governing the

collection of electronic evidence in the Philippines.

Law Enforcement Authorities: Grants specialized law enforcement units the power to issue

preservation orders, search, seize, and examine computer systems and digital data.

Chain of Custody Compliance: Mandates strict adherence to forensic preservation standards,

ensuring bit-for-bit imaging, write-blocking, and unbroken chain-of-custody documentation to

satisfy court admissibility rules.

2. Data Privacy Act of 2012 (Republic Act No. 10173)

Administered by the National  Privacy Commission (NPC),  the DPA protects individual  personal

information in information and communications systems across government and private sectors.

Mandatory Breach Notification: Organizations must notify the NPC and affected data subjects

within 72 hours upon knowledge of or reasonable belief that a personal data breach has

occurred, particularly if sensitive personal information affecting over 1,000 individuals is

compromised.

Balancing Investigation and Privacy: While investigative exceptions exist for lawful

proceedings, forensic examiners must limit data collection to the authorized scope to prevent

unnecessary privacy violations.

Best Practice: Incident Response & Breach Compliance

Use the NPC’s standardized breach notification templates during major  corporate security

incidents.  Simultaneously,  ensure  that  all  digital  evidence  collection  under  RA  10175  is

supported by proper judicial warrants and documented using rigorous chain-of-custody logs.
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Strategic Implications for Practitioners

Dual-Compliance Mindset: Navigate investigations with an acute awareness of both criminal

cyber statutes and privacy mandates.

Timely Reporting: Factor the 72-hour NPC notification window into incident response timelines

when breaches involve personal data.

Evidentiary Defensibility: Maintain immutable hash records (SHA-256) and complete custody

ledgers to withstand judicial scrutiny in Philippine courts.

Greyhawk APAC Forensics Practitioner Certification (GAP-FPC) - Reference Material
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