Key Legal Precedents in Digital Forensics

Malaysian Jurisprudence: Public Prosecutor v. Tan Chor Jin
(2008)

In Malaysia, the scope and execution of search warrants regarding digital evidence are subject to
rigorous judicial scrutiny. Precedents clarify that investigative powers, while expansive, must remain
strictly bounded by the explicit terms of judicial authorization.

Malaysia: Public Prosecutor v. Tan Chor Jin (2008)

The case of Public Prosecutor v. Tan Chor Jin (2008) is a foundational precedent in Malaysian law
concerning the limitations of search warrants when applied to digital devices and electronic data.

Clarifying Scope Limitations: The court clarified that search warrants are not "blanket"
authorizations for investigators to browse or extract all data from a seized computer or device.
Instead, the seizure and forensic extraction must be strictly limited to the data categories and types
explicitly specified within the scope of the judicial warrant. Searching beyond these boundaries
constitutes an unauthorized breach of privacy and may render the improperly seized evidence
inadmissible.

Strategic Impact for Forensic Practitioners

Practitioners must ensure that every forensic extraction strategy is directly mapped to the
parameters defined in the search warrant. "Fishing expeditions" or indiscriminate data dumps
are legally indefensible and pose a severe risk to the integrity of the investigative case.

Application for Forensic Workflows

To align with the ruling in Public Prosecutor v. Tan Chor Jin (2008), forensic forensic teams
operating in Malaysia must:

« Strict Scope Enforcement: Configure forensic imaging tools and data carving parameters to
target only the file types, date ranges, or specific data subjects authorized by the warrant.

* Documented Warrant Analysis: Maintain a formal mapping document that links every item of
extracted evidence to the specific clauses of the search warrant.



 Advisory Collaboration: Coordinate closely with legal counsel during the evidence analysis
phase to ensure that any findings that fall on the boundary of the warrant's scope are legally
evaluated before being formally included in the investigative report.
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