Malaysia: Legal Framework for Digital Forensics

Evidence Act 1950 & MACC Act

In Malaysia, digital forensics investigations are closely bound by statutory rules regarding the scope of
search authorities and the admissibility of electronic records. Compliance with the Evidence Act 1950 and

powers under the Malaysian Anti-Corruption Commission (MACC) Act are critical for forensic examiners.
1. Evidence Act 1950 & Search Warrant Scope

The Evidence Act 1950 governs how electronic documents and digital outputs are tendered in Malaysian

courts. A critical operational constraint during forensic seizures involves search warrants.

* Strict Scope Limitation: Search warrants must explicitly specify the scope of digital evidence that can

be collected.

» Exclusion of Out-of-Scope Data: Evidence recovered outside the explicit parameters of the search
warrant cannot be utilized in legal proceedings unless a separate, supplementary warrant is legally

obtained.
2. Malaysian Anti-Corruption Commission (MACC) Act

Investigations involving corporate corruption, financial crimes, and public sector integrity often fall under

the purview of the MACC Act, which grants broad powers of inspection, seizure, and digital extraction.

* Digital Seizure Powers: MACC investigators and associated forensic examiners are empowered to seize
computers, servers, and mobile devices suspected of containing corruption-related communications or

ledger trails.

* Evidentiary Strictness: Electronic records must be proven authentic, with unbroken chain-of-custody

logs to support prosecutions under corporate liability provisions (such as Section 17A of the MACC Act).

Best Practice: Scope Management

Always document the exact parameters of the search warrant in the initial chain of custody log. Restrict
forensic keyword searches and artifact extractions strictly to the authorized scope. If out-of-scope

evidentiary leads are discovered, pause analysis and apply for an expanded warrant immediately.



Strategic Implications for Practitioners

* Precise Scoping: Avoid over-collection or unauthorized data parsing that exceeds the legal boundaries

defined in judicial warrants.

* Integrity Verification: Maintain rigorous SHA-256 hash records for all acquired digital media to satisfy

Malaysian court standards of authenticity.

* Inter-Agency Alignment: Ensure all forensic procedures conform to both general criminal procedure

codes and specialized anti-corruption guidelines when working on MACC-mandated cases.
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