
Key Legal Precedents in Digital Forensics

APAC Regional Jurisprudence

In  the  APAC region,  judicial  precedents  define the standards  for  digital  evidence admissibility.

Practitioners must understand these landmark cases to ensure their forensic workflows satisfy the

evidentiary requirements mandated by regional courts.

India: State of NCT of Delhi v. Navjot Sandhu (2005)

This landmark case established the essential  legal framework for the admissibility of electronic

evidence  in  India,  fundamentally  shaping  how  forensic  experts  present  digital  findings  to  the

judiciary.

The 65B Certificate Requirement:  The Supreme Court of India established that for electronic

records to be admitted as evidence under the Indian Evidence Act, they must be accompanied by a

certificate (now commonly known as a 65B certificate). This document must:

Identify the electronic record.

Describe the manner in which the record was produced.

Provide details of the device involved in the production of the electronic record.

Show that the computer/device was operating properly during the period the data was

created or stored.

Strategic Impact for Practitioners

Failure to provide a valid 65B certificate at the time of evidence production can result in the

exclusion of the digital evidence, rendering months of forensic analysis inadmissible in court.

Practitioners must ensure this certificate is generated during the initial acquisition phase of the

forensic lifecycle.

Application for Forensic Workflows

To ensure compliance with this precedent, forensic examiners in India must:

Standardize Reporting: Integrate 65B compliance checks into all forensic imaging and

extraction Standard Operating Procedures (SOPs).
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Maintain Chain of Custody: Document the source device, the imaging tool used, and the

verification of device integrity at the moment of acquisition to satisfy the certification

requirements.

Judicial Readiness: Prepare 65B declarations concurrently with forensic reports to facilitate

immediate submission when requested by legal counsel.
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